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		1.	Position Code
TBD

	
	State of Michigan
Civil Service Commission
Capitol Commons Center, P.O. Box 30002
Lansing, MI 48909
	

	Federal privacy laws and/or state confidentiality requirements protect a portion of this information.
	POSITION DESCRIPTION
	

	This form will serve as the official classification document of record for this position. Please take the time to complete this form as accurately as you can since the information in this form is used to determine the proper classification of the position. 
THE SUPERVISOR AND/OR APPOINTING AUTHORITY SHOULD COMPLETE THIS PAGE.

		2.	Employee’s Name (Last, First, M.I.)

		8.	Department/Agency
Department of Technology, Management, & Budget

		3.	Employee Identification Number

		9.	Bureau (Institution, Board, or Commission)
Agency Services Supporting DHHS

		4.	Civil Service Classification of Position
Information Technology Programmer/Analyst-4
		10.	Division
Health & Aging Services/Bureau of Audit/OIG

		5.	Working Title of Position (agency title of position)
ITS15 – Compliance & Audit Specialist
		11.	Section
Health & Medicaid Services

		6.	Name and Classification of Direct Supervisor
Sharita Hurst, SAM15
		12.	Unit


		7.	Name and Classification of Next Higher-Level Supervisor
John Moore, SEBRA17
		13.	Work Location (City and Address)/Hours of Work
Romney, 111 S Capitol Ave, Lansing, MI 48933 
8:00am-5:00pm, Monday-Friday / Hybrid schedule

		14.	General Summary of Function/Purpose of Position
This position will function as the ITS15 Compliance and Audit Specialist within the Department of Technology, Management and Budget (DTMB) Agency Services for the Michigan Department of Health and Human Services (MDHHS) as the technical lead for the Center for Medicaid/Medicare Services audit and compliance subject matter expert for Federal, State and internal audit activities within the division. 
This Specialist will be responsible for the compliance planning, design, implementation and reporting on Federal, State and Industry technical security requirements for MDHHS for the in-scope applications within the Health and Aging Services division. This position will be expected to interface with third-party partners, auditors, application owners, technical staff and others to document and verbally explain adherence to security and compliance requirements. 
As the technical lead and compliance subject matter expert, the individual must have extensive knowledge on regulations and frameworks, such as the Affordable Care Act, Center for Medicaid/Medicare Services, National Institute of Standards and Technology, Health Insurance Portability and Accountability Act, as well as several others. This individual may need to make complex decisions and suggestions that are cost-effective and meet the compliance requirements and security rules of the State of Michigan and Michigan Department of Health and Human Services. This may require thorough research, up-to-date knowledge on technology trends and current risks, budget activities, and State of Michigan project workflows.
This ITS 15 Compliance Specialist must ensure current and continued compliance with policies, processes and State and Federal security mandates. This position will also be required to provide training, interpretation and reporting of the frameworks, regulations, laws and policies the State of Michigan and MDHHS must adhere.
This position may also be required to provide assistance to other Divisions within MDHHS with similar audit requirements.

	For Civil Service Use Only

		15.	Please describe your assigned duties, percent of time spent performing each duty, and explain what is done to complete each duty. List your duties in the order of importance, from most important to least important.

	Duty 1
General Summary of Duty 1: 80 % of Time	 
Design, plan, implement and manage the Agency-level security compliance processes and technology for systems in the program scope. Understand, document, and interpret security mandates at the Federal and State enterprise levels.

	Individual tasks related to the duty.
· Provide technical security audit and compliance expertise
· Act as lead technical security audit and compliance liaison
· Lead the security compliance evaluation of vendor software targeted for possible integration into the systems or environments, including strategic middleware software, applications, tools and utilities
· Engage SOM technology vendor representatives by establishing working partner relations. Stay current on industry security technology and standards. Understand investment and support of industry security standards by vendor partners
· Ensure the implementation of security standards in system architectures and designs to ensure compliance with State in industry standards. Provide expert documentation and input (when applicable) to Enterprise Security Standards.
· Gather and interpret security requirements to be translated into system specifications
· Develop strategic security goals to ensure compliance with the DTMB Strategic Plan
· Ensure the agency and enterprise IT applications adhere to Federal and State privacy rules and regulations and other applicable governmental privacy and security regulations
· Maintain an awareness of agency and IT enterprise initiatives. Communicate the security implications and impacts of these initiatives to the Agency
· Perform business and technical security compliance requirements analysis for Agency level components
· Identify key business and technology drivers that impact application security compliance
· Provide knowledge leadership in security compliance standards and governance
· Operate within the context of the State of Michigan’s State Unified IT Environment (SUITE) process methodology
· Provide leadership and direction to technical teams and resolve escalated security compliance issues
· Perform pre-deployment research and analysis of software installs, upgrades and configuration changes, and the impact on security compliance of the application(s)
· Develop action plans to ensure compliance with State and Federal security requirements
· Liaison with Enterprise teams as necessary to ensure compliance with State of Michigan security policies and procedures

	Duty 2
General Summary of Duty 2: 15 % of Time
Engage with the Agency and Vendor as assigned. Engage with the Agency in establishing and fulfilling the strategic goals and objectives through exemplary delivery of IT services.

	Individual tasks related to the duty.
· Actively seek training opportunities for professional development and identify and research security technology trends
· Plan and attend training, as required, to maintain work competencies and skills
· Identify and share information related to security tools and technology to app development and technical support staff
· Documents security procedures and guidelines for the development, installation, and maintenance of IT solutions

	Duty 3
General Summary of Duty 3: 5 % of Time
Other duties as assigned

	Individual tasks related to the duty.
· Participate in meetings and groups to coordinate standards and methods, and promote sharing technical information
· Assist with technology solution work planning efforts
· Prepare budget information and supporting documentation when required
· Perform other duties as assigned by the manager

	[bookmark: AddPage]
	16.	Describe the types of decisions you make independently in your position and tell who and/or what is affected by those decisions. Use additional sheets, if necessary.
· Plan, develop and administer design related policies, procedures and documentation
· Interpretation and training of Federal and State requirements and findings
· Input and completion of Federal and State audit documentation
· Status updates to executive leadership
DECISIONS INVOLVED WITH:
· Technology used to implement MDHHS application architectures.
· Best approach to resolve MDHHS application technical issues.
· Best approach to resolve functional issues.

		17.	Describe the types of decisions that require your supervisor’s review.
· Budgetary decisions.
· Decisions impacting team, agency and/or section goals or priorities.
· Proposal changes in policies, standards and procedures affecting team, section and agency that may need to be passed to manager for approval.
· Approval of requested hardware and software purchases as per normal departmental approval processes.

		18.	What kind of physical effort do you use in your position? What environmental conditions are you physically exposed to in your position? Indicate the amount of time and intensity of each activity and condition. Refer to instructions on page 2.
· Work is performed in a business office setting/typical office environment.
· Involves heavy workloads, mandatory deadlines, stress, and pressure to resolve problems quickly and effectively.
· Occasional overtime may be required.

		19.	List the names and classification titles of classified employees whom you immediately supervise or oversee on a full-time, on-going basis. (If more than 10, list only classification titles and the number of employees in each classification.)

	NAME
	CLASS TITLE
	NAME
	CLASS TITLE

	
	
	
	

		20.	My responsibility for the above-listed employees includes the following (check as many as apply):
 N	Complete and sign service ratings.	 N	Assign work.
 N	Provide formal written counseling.	 N	Approve work.
 N	Approve leave requests.	 N	Review work.
 N	Approve time and attendance.	 N	Provide guidance on work methods.
 N	Orally reprimand.	 N	Train employees in the work.

		21.	I certify that the above answers are my own and are accurate and complete.

 		 		
	Signature			Date









NOTE: Make a copy of this form for your records.
	

TO BE COMPLETED BY DIRECT SUPERVISOR
	22.	Do you agree with the responses from the employee for Items 1 through 20? If not, which items do you disagree with and why?
Yes, prepared by management.

		23.	What are the essential duties of this position?
This position must understand the MDHHS business drivers that affect the MDHHS systems. This position will lead the IT efforts, as related to security compliance and audit, for the MDHHS Medicaid business area. The individual in this position must be able to develop and maintain a highly cooperative relationship with MDHHS, DTMB and third-party partners. This individual must be able to interpret and explain the various State and Federal security requirements. This position will be responsible for ensuring MDHHS IT applications adhere to security requirements, and that the required reports and documents are prepared and submitted in a timely fashion. Attendance and participation in Federal, State and internal audit meetings will be expected and this position will be the technical representative for MDHHS Medicaid in those meetings requiring appropriate communication, written and verbal, to auditors on implementation of security controls and remediation plans to findings. This position will need to research solutions to systems and programs to meet federal, state and local requirements and provide recommendations on appropriate and cost-efficient solutions.

Competencies (in alphabetical order): Building Trust, Contributing to Team Success, Communication, Customer Focus, Planning & Organizing, Technical/Professional Knowledge

		24.	Indicate specifically how the position’s duties and responsibilities have changed since the position was last reviewed.
This is a new position

		25.	What is the function of the work area and how does this position fit into that function?
This position will provide support for MDHHS Health and Aging Services Administration, Bureau of Audit, and the Office of the Inspector General applications that require audit and compliance services whether from federal, state or internal requirements and processes.  Most specifically, Center for Medicaid/Medicare Services and the Statewide Single Audit. This individual may be expected to collaborate with peers that are responsible for Internal Revenue Service audits, Payment Card Industry audits and Internal Control Evaluation audits. Involvement with System Security Plans, Federal and State documentation, scanning and vulnerability management will be one of the occasional responsibilities of this position.
This position will serve as the IT Compliance and Audit Specialist responsible for the MDHHS IT security compliance and audit for Health and Aging Services Administration, Bureau of Audit, and the Office of the Inspector General and may be designated as the technical lead in audits working with a team of representatives in DTMB, MDHHS and third-party partners.

		26.	In your opinion, what are the minimum education and experience qualifications needed to perform the essential functions of this position?

	EDUCATION:
Possession of a bachelor’s degree with not less than 21 semester (32 term hours) credits in one or a combination of the following: computer science, data processing, computer information systems, data communications, networking, systems analysis, computer programming, information assurance, IT project management or mathematics.

	EXPERIENCE:
Three years of professional experience equivalent to an Information Technology Infrastructure or Programmer/Analyst P11 or one year equivalent to an Information Technology Infrastructure or Programmer Analyst 12.

	KNOWLEDGE, SKILLS, AND ABILITIES:
ADVANCED KNOWLEDGE AND UNDERSTANDING OF:
· MDHHS systems
· Secure Application Development Life Cycle (SADLC) methodology.
· Current NIST 800-53 Security Controls.
· CMS MARS-e and IRS Pub 1075 Security Controls.
ABILITY TO:
· Be organized, creative, adaptable to changing priorities, and dedicated to the security compliance and data management responsibilities of the position.
· Analyze multiple and highly complex issues and opportunities
· Effectively communicate complex system details and issues to both technical and business audiences.
· plan, resource and lead highly complex projects with broad scope and high impact to Agency business.
· Quickly learn and implement new procedures.
· Work collaboratively and establish and maintain good rapport with agency staff at all levels.

	CERTIFICATES, LICENSES, REGISTRATIONS:
Duties may involve the use of a personal vehicle.

	NOTE: Civil Service approval of this position does not constitute agreement with or acceptance of the desirable qualifications for this position.

		27.	I certify that the information presented in this Position Description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.

	 		 		
	Supervisor’s Signature			Date

	TO BE FILLED OUT BY APPOINTING AUTHORITY

		28.	Indicate any exceptions or additions to the statements of the employee(s) or supervisor.


		29.	I certify that the entries on these pages are accurate and complete.
 		 		
	Appointing Authority’s Signature			Date
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