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		1.	Position Code
INTCSPL3H29N

	
	State of Michigan
Civil Service Commission
Capitol Commons Center, P.O. Box 30002
Lansing, MI 48909
	

	Federal privacy laws and/or state confidentiality requirements protect a portion of this information.
	POSITION DESCRIPTION
	



	This form is to be completed by the person that occupies the position being described and reviewed by the supervisor and appointing authority to ensure its accuracy. It is important that each of the parties sign and date the form. If the position is vacant, the supervisor and appointing authority should complete the form.
This form will serve as the official classification document of record for this position. Please take the time to complete this form as accurately as you can since the information in this form is used to determine the proper classification of the position. 
THE SUPERVISOR AND/OR APPOINTING AUTHORITY SHOULD COMPLETE THIS PAGE.

		2.	Employee’s Name (Last, First, M.I.)

		8.	Department/Agency
Department of Technology, Management, & Budget

		3.	Employee Identification Number

		9.	Bureau (Institution, Board, or Commission)
Agency Services Supporting DHHS

		4.	Civil Service Classification of Position
Information Technology Specialist-3
		10.	Division
Technology & Database Support

		5.	Working Title of Position (agency title of position)
ITS14 – Azure DevOps & Tools Administrator
		11.	Section
Tools & Data Integration

		6.	Name and Classification of Direct Supervisor
Michael Taylor, ITM14
		12.	Unit
TDI Team 3

		7.	Name and Classification of Next Higher-Level Supervisor
Satish Chidura, SAM15
		13.	Work Location (City and Address)/Hours of Work
Grand Tower, 235 S Grand Ave, Lansing, MI 48933 8:00am-5:00pm, Monday-Friday / Hybrid schedule

		14.	General Summary of Function/Purpose of Position
This position functions as an MDHHS Azure DevOps and Tools Administrator within the Agency Support department. This position will incorporate the DTMB DevSecOps methodology into the tools and platforms within the scope of responsibility. This position provides the technical expertise for the complex and intricate MDHHS Azure DevOps and Containerization Tool Stack including, but not limited to, specializing in the support and administration of the OpenShift Container Platform (OCP) Projects Administration for MDHHS and the Azure Dev Ops Project Administration for MDHHS and support for integrations with IIS, Apache Tomcat, JBoss, SQL Server, Windows, Linux, Oracle etc. 
This position will act as an escalation point to support OpenShift Container Platform (OCP) and Azure DevOps processes including build, release, management, and deployment using Azure DevOps and OCP tools. This position will be required to support Build and Release Engineer Specialists for related activities and provide these services for MDHHS work areas without Build and Release Engineer Specialists.
This specialist is responsible for leading and implementing MDHHS enterprise best practices for secure application lifecycle (SADLC) management build and release processes including, but not limited to, automation to support continuous integration and continuous delivery (CI/CD), branching strategies, automated code review, and testing to meet the goals and mission of the agency collaborating with Build and Release Engineer Specialists across MDHHS
The position serves as the expert technical advisor/liaison to DTMB/MDHHS developers, contract staff, and MDHHS clients concerning the design, configuration, use, and support of the tools, leadership to middleware , web administrators by developing operational and quality assurance standards and configuration management policies and procedures designed to meet State of Michigan standards and promote security and audit processes to assure these are adhered to during all software development activities. It provides strategic analysis and recommendations for software upgrades.
This position is seeking a highly skilled and motivated Tools Administrator specializing in OpenShift Container Platform (OCP), Elasticsearch, Logstash, and Kibana (ELK), SonarQube, Coverity, Black Duck, Hasura, AWS, and other related technologies.
The position will be responsible for the installation, configuration, maintenance, and optimization of these tools to ensure a seamless and efficient operation of the systems. This role involves collaborating with cross-functional teams, troubleshooting issues, and implementing best practices to enhance the performance and reliability of overall infrastructure.

	For Civil Service Use Only



		15.	Please describe your assigned duties, percent of time spent performing each duty, and explain what is done to complete each duty.
		List your duties in the order of importance, from most important to least important. The total percentage of all duties performed must equal 100 percent.

	Duty 1
General Summary of Duty 1: 80 % of Time	 
Serve as Azure DevOps & Tools administrator responsible for the design, development. Testing and documentation of all security, processes, functions, and implementation. Provide system design, configuration, and scripting guidance. Ensure solutions are integrated and enhanced to meet the needs of the agency’s business plans.	

	Individual tasks related to the duty.
· Design and provide technical leadership for deployments to OpenShift Container Platform (OCP) and ELK stack integrations to meet State of Michigan’s standards and requirements.
· Design and provide technical leadership to ensure proper integration with other tools and systems within the environment.
· Design and Provide Technical Leadership for regular maintenance activities, including patching, updates, and version upgrades.
· Provide technical leadership to monitor and evaluate the health of OCP and ELK components, addressing issues proactively.
· Analyze and optimize system performance, addressing bottlenecks and implementing improvements.
· Collaborate with other teams to ensure resource utilization aligns with business needs.
· Diagnose and resolve issues related to tool functionalities, system performance, and integration.
· Provide timely and effective support to end-users and stakeholders.
· Develop and maintain automation scripts to streamline repetitive tasks and enhance efficiency.
· Explore opportunities for continuous integration and deployment to improve workflows.
· Create and maintain comprehensive documentation for configurations, processes, and troubleshooting steps. 
· Ensure knowledge transfer within the team for seamless operations.
· Collaborate with Azure DevOps, infrastructure, and application teams to align tools with overall business objectives.
· Participate in cross-functional projects and provide expertise on OCP, ELK, and related technologies.
· Provide technical approval for design and production release(s).
· Ensure technical design strategies or applications adhere to State and agency policies, standards, and guidelines.
· Provide technical leadership and mentoring on build and release design techniques.

	Duty 2
General Summary of Duty 2: 15 % of Time
Provide technical leadership and consult with managers and staff in the design, maintenance, and implementation of OCP and Azure DevOps components, new workflows, and new projects. Provide time and cost estimates on proposed projects. Develop and provide presentations and recommendations of proposals to management staff for the implementation of workflows and projects for all application systems.

	Individual tasks related to the duty.
· Perform business and technical requirements analysis for all supported system/services configuration. Middleware, and development tools. 
· Provide oversight and serve as the primary point of contact for the team. 
· Prepare and gather program specific information about OCP and Azure DevOps software for analytical use. 
· Develop, coordinate, troubleshoot and implement system solutions. 
· Provide various types of reports as required by management.
· Represent team in meetings regarding the technical aspects of the tool components and functionality in IT applications. 

	Duty 3
General Summary of Duty 3: 5 % of Time
Provide additional duties as assigned.

	Individual tasks related to the duty.
· Develop training materials for OpenShift Container Platform and Azure DevOps and related technical standards. 
· Recommend changes to infrastructure to promote state-of -the art technology for agencies applications.
· Continue to refine and recommend configuration management tools best practice. 
· Maintain thorough, up to date knowledge of build techniques used in software development in line with the DTMB technology standards.
· All other duties as assigned

	[bookmark: AddPage]
	16.	Describe the types of decisions you make independently in your position and tell who and/or what is affected by those decisions. Use additional sheets, if necessary.
· OCP and DevOps architecture and designs affecting agency projects, development staff and users.
· Using official standards and state methodologies, designing, coding, and testing applications and processes to meet the needs of the agency and its stakeholders.
· Best approach to resolve technical issues and troubleshoot problems affecting development and technical support teams.
· Plan, develop and administer OCP and DevOps related policies and procedures.

		17.	Describe the types of decisions that require your supervisor’s review.
· Re-evaluation of project assignment priorities and deadlines when unexpected changes occur corresponding to the complexity or amount of effort required for completion in relationship to other priority projects that come up.
· Deviation from practices, standards, or written policies.
· Security considerations impacting the application or requiring additional review by policy.

		18.	What kind of physical effort do you use in your position? What environmental conditions are you physically exposed to in your position? Indicate the amount of time and intensity of each activity and condition. Refer to instructions on page 2.
Position is located within a standard office location or standard conference room settings.
A minimum amount of effort may be required to walk or drive to locations other than primary work location.
Position subject to stress and pressure to resolve problems quickly and effectively.

		19.	List the names and classification titles of classified employees whom you immediately supervise or oversee on a full-time, on-going basis. (If more than 10, list only classification titles and the number of employees in each classification.)

	NAME
	CLASS TITLE
	NAME
	CLASS TITLE

	
	
	
	

	
	
	
	

		20.	My responsibility for the above-listed employees includes the following (check as many as apply):
 N	Complete and sign service ratings.	 N	Assign work.
 N	Provide formal written counseling.	 N	Approve work.
 N	Approve leave requests.	 N	Review work.
 N	Approve time and attendance.	 N	Provide guidance on work methods.
 N	Orally reprimand.	 N	Train employees in the work.

		21.	I certify that the above answers are my own and are accurate and complete.
 		 		
	Signature			Date



NOTE: Make a copy of this form for your records.
	

TO BE COMPLETED BY DIRECT SUPERVISOR
	22.	Do you agree with the responses from the employee for Items 1 through 20? If not, which items do you disagree with and why?
Yes, prepared by management.


		23.	What are the essential duties of this position?
The essential duties of this position are to serve as the Tools admin for MDHHS to handle application deployment and development work, related to supporting agency’s business needs with these systems. This position oversees and leads any changes made to the systems and ensures that the design of new features and functions integrates with existing architecture.
 
Competencies: Building Trust, Communication, Continuous Learning, Contributing to Team Success, Customer Focus, Technical/Professional Knowledge


		24.	Indicate specifically how the position’s duties and responsibilities have changed since the position was last reviewed.
No changes since last reviewed


		25.	What is the function of the work area and how does this position fit into that function?
The Technology & Database Support division provides Client, Enterprise services, Database Administration, Middleware Administration, and Configuration Management support to MDHHS.
This position is part of the support structure of a service-oriented organization. Knowledgeable, technical staff is needed to meet the commitments of the Agency without further compromising staffing of other priority projects. 
This position supports OCP, Azure DevOps, ELK, Coverity, SonarQube, AWS tools which are used to implement and maintain applications for MDHHS. This support requires, but is not limited to, recommendations for change, communication across DTMB, and regulatory bodies, and ensuring compliance with all requirements imposed by the State, the Agency, and DTMB.


		26.	In your opinion, what are the minimum education and experience qualifications needed to perform the essential functions of this position?

	EDUCATION:
Possession of a bachelor's degree with not less than 21 semester (32 term) credits in one or a combination of the following: computer science, data processing, computer information systems, data communications, networking, systems analysis, computer programming, or mathematics or Programmer/Analyst 11 or two year of professional experience equivalent to an Information Technology Infrastructure or Programmer/Analyst 12.

	EXPERIENCE:
Four years of professional experience equivalent to an Information Technology Programmer/Analyst P11 or one year equivalent to an Information Technology Programmer/Analyst P12. Note: Equivalent combinations of education and experience that can be shown to provide the required knowledge, skills, and abilities will be evaluated on an individual basis.

Note: Equivalent combinations of education and experience that can be shown to provide the required knowledge, skills, and abilities will be evaluated on an individual basis.


	KNOWLEDGE, SKILLS, AND ABILITIES:
KNOWLEDGE OF:
· VMware, physical server configuration, and network configurations
· LDAP, Load Balancers, F5, and related systems
SKILLED IN/EXPERIENCE WITH:
· Design, installation, and technical configurations of OCP and Azure DevOps.
· Developing CI/CD pipelines, build pipelines and configuring HELM charts.
· Working and installation in tools like Black Duck, ELK, Coverity, Nginx-Plus, SonarQube, Quay and Docker, AWS tools
· Performing analysis and requirements gathering with customers.
· Working in multiple platforms such as Windows, Linux, Oracle, SQL Server etc.
· Strong understanding of Containers, Kubernetes, and microservices.
· Proven experience as a Tools Administrator with a focus on OCP, ELK, and similar technologies.
· Working in Linux environments
· Working in Windows Server environments
· Certification in OCP or ELK technologies
· Experience with other relevant tools such as Docker, Prometheus, Grafana etc.
· Familiarity with cloud platforms (e.g., AWS, Azure)
· Knowledge of CI/CD pipelines and infrastructures as code (e.g., Ansible)
ABILITY TO:
· Self-motivate and be results oriented; be able to motivate others.
· Demonstrate excellent oral and written communication skills, experience leading groups of people through discussions, technical or otherwise.
· Be a strong team player and work effectively within a team and more broadly with people from a variety of backgrounds and areas across the organization.
· Prepare detailed written instructions and documentation.
· Effectively make oral and written reports and presentations and prepare clear and concise documentation.
· Establish and maintain effective relationships with clients and matrix support teams.
· Resolve complex problems in a timely manner and the ability to seek optimum solutions.
· Communicate technical terminology at a level appropriate to the audience.
· Be effective at creating highly complex assignments in a high stress work environment.
· Troubleshoot application issues under pressure.

	CERTIFICATES, LICENSES, REGISTRATIONS:
Duties may involve the use of a personal vehicle.

	NOTE: Civil Service approval of this position does not constitute agreement with or acceptance of the desirable qualifications for this position.

		27.	I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.

	 		 		
	Supervisor’s Signature			Date

	TO BE FILLED OUT BY APPOINTING AUTHORITY

		28.	Indicate any exceptions or additions to the statements of the employee(s) or supervisor.


		29.	I certify that the entries on these pages are accurate and complete.
 		 		
	Appointing Authority’s Signature			Date
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