	
	
	
		
	
	
		State of Michigan
Civil Service Commission



	
	
	
			Position Code



	

	
	

		1. DEPTALTE492N







	
		Capitol Commons Center, P.O. Box 30002
Lansing, MI 48909



	
	

	
	
	
	

	
	
	
	
	
	
	
	

	
	
		POSITION DESCRIPTION



	
	
	

	
	
	
	
	
	
	
	



	

	
	
	
	
	

	
	
			This position description serves as the official classification document of record for this position. Please complete the information as accurately as you can as the position description is used to determine the proper classification of the position.




	

		2. Employee's Name (Last, First, M.I.)
	8. Department/Agency

	
	STATE POLICE

	3. Employee Identification Number
	9. Bureau (Institution, Board, or Commission)

	
	Field Support Bureau

	4. Civil Service Position Code Description
	10. Division

	DEPARTMENTAL ANALYST-E
	Criminal Justice Information Center

	5. Working Title (What the agency calls the position)
	11. Section

	Security Analyst
	Security and Access 

	6. Name and Position Code Description of Direct Supervisor
	12. Unit

	GOLDSTEIN, MITZI; STATE ADMINISTRATIVE MAN-FZN
	

	7. Name and Position Code Description of Second Level Supervisor
	13. Work Location (City and Address)/Hours of Work

	SIBLE, SHAWN W; STATE ADMINISTRATIVE MANAGER-2
	 7150 Harris Drive, Dimondale, MI 48821 / Monday - Friday, 8 a.m. – 5 p.m., or as arranged




	



	

	
		
	
	
	

	
		14. General Summary of Function/Purpose of Position



	
	

	
	
	
	

		This position focuses on the application of the Federal Bureau of Investigation (FBI) Criminal Justice Information Services (CJIS) Security Policy and Michigan Security Policies or addendums for the State of Michigan.  Acts as a point of contact for local criminal justice agencies in matters related to policy and develops and delivers outreach and training.  The position also performs research on information technology (IT) solutions to ensure compliance with security policies.  Conducts site visits at local agencies.  Develops, maintains, and delivers a program to provide continuous updates to the field for changes to the FBI CJIS Security Policy.    



	

	
	
	
	



	




	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
			15. Please describe the assigned duties, percent of time spent performing each duty, and what is done to complete each duty.

List the duties from most important to least important. The total percentage of all duties performed must equal 100 percent.




	
			Duty 1

	General Summary:
	Percentage:
	40

	Provide outreach and training to agencies in Michigan to assist with their compliance with the FBI CJIS Security Policy and Michigan Security Addendum.

	Individual tasks related to the duty:
	
	

	· 
· Develop, maintain, and deliver a program to continuously update the Michigan criminal justice and noncriminal justice community on upcoming changes to the FBI CJIS Security Policy as a result of the multiyear modernization project.
· Research and provide technical advice to criminal justice and noncriminal justice agencies in Michigan regarding compliance with the FBI CJIS Security Policy and Michigan Security Addendum.   
· Develop and disseminate field communications regarding policy changes and security advisories.
· Develop outreach to the criminal justice community regarding security issues to include email notices, newsletters, webinars, and conferences.
· Perform site visits for agencies requesting direct access to determine and advise if the agency meets the CJIS Security Policy requirements including physical security requirements.  
· Develop, maintain, and disseminate all material provided to agencies at the time of the site visit so the agency clearly understands their roles and responsibilities regarding CJIS Security Policy compliance.  
· Conduct site visits with local agencies prior to the FBI CJIS Information Technology Systems Audit (ITSA) to assist in their preparation for the FBI audit. 
· Develop all documentation to be used to assist the local agencies with the FBI ITSA.
·  Continuously communicate with agencies after their FBI ITSA to assist with compliance questions and coordinating the responses back to the FBI.  

	Duty 2

	General Summary:
	Percentage:
	30

	Provide technical advice regarding the FBI CJIS Security Policy and Michigan Security Addendum to the CJIS community in Michigan.

	Individual tasks related to the duty:
	
	

	· 
· Research, develop, and recommend security policies specific to the Michigan CJIS community.  
· Provide technical advice to the Information Security Officer (ISO) on matters relating to CJIS security.
· Provide guidance to local agencies to assist in remediation of policy violations.
· Disseminate CJIS security policy documentation and provide interpretation as needed.
· Maintain currency with changes to the FBI CJIS Security Policy.
· Maintain knowledge of the latest developments regarding security policies, technologies, and methodologies.
· Review of CJIS Topic Papers to analyze and evaluate future impact and provide input to the ISO. 
· Provide recommendations to ensure compliance with CJIS Security Policy.
· Assist other state agencies with the CJIS questions on their System Security Plans as needed. 
· Develop and maintain incident response procedures for local agencies to use to report security incidents as required by the FBI CJIS Security Policy.
·  Follow up with local agencies as needed on incidents reported as required by the FBI CJIS Security Policy. 

	Duty 3

	General Summary:
	Percentage:
	15

	Training Development and Delivery

	Individual tasks related to the duty:
	
	

	· Develop, maintain, and deliver training programs for Local Agency Security Officers (LASO).
· Develop, maintain, and deploy Security Awareness Training for use by the CJIS community in Michigan in an online format.
· Develop, maintain, and deploy the annual revision to the enhanced Noncriminal Justice (NCJ) and Criminal Justice (CJ) LASO Security Awareness Training in an online format. 
· Provide expert assistance to local agencies in evaluating their Security Awareness Training programs. 
· Represent the Michigan State Police (MSP) at conferences to include speaking on CJIS security and policy issues.

	Duty 4

	General Summary:
	Percentage:
	15

	Miscellaneous duties as assigned

	Individual tasks related to the duty:
	
	

	· Work with the audit staff to provide expertise in interpretation and implementation of IT audit issues.

· Assist the NCJ and CJ auditors with technical expertise and Security Policy interpretations.
· Assist in development of technical audit materials.
· Assist with process development to ensure customer requests are completed in a timely manner.
· Participate in security meetings or other meetings as required. 
· Assist with investigation of policy violations referred to the CJIS Systems Officer if necessary, to determine local agency compliance.  
· Update, maintain, and recommend changes to the Criminal Justice Information Center Data Protection Policy.
· Other duties as assigned









	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
		
	

	
		16. Describe the types of decisions made independently in this position and tell who or what is affected by those decisions. 




	
	

		Tasks involving the day-to-day administration and communication of federal and Michigan CJIS security policies.  Interpretation of federal and state CJIS policy.  Coordination of personnel in the completion of projects related to CJIS security.  






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
		
	

	
		17. Describe the types of decisions that require the supervisor's review. 




	
	

		The supervisor’s guidance and approval is required for making decisions which involve political or budget consideration.  Decisions in situations where guidance or policy does not exist or has not been stated. 






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
		
		18. What kind of physical effort is used to perform this job? What environmental conditions in this position physically exposed to on the job? Indicate the amount of time and intensity of each activity and condition. Refer to instructions.




	
	

		Normal office work.  May be required to move cables or computer equipment while performing inspections.  Occasional travel.  Occasional public speaking.  






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
			19. List the names and position code descriptions of each classified employee whom this position immediately supervises or oversees on a full-time, on-going basis.




	
	
	

		Additional Subordinates



	

	
	
	

	
		



	

	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
			20. This position's responsibilities for the above-listed employees includes the following (check as many as apply):




	
	
	
	
	
	
	
	
	

	
		N



	
		Complete and sign service ratings.



	
		N



	
		Assign work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Provide formal written counseling.



	
		N



	
		Approve work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
		N



	
	
	

	
		N



	
		Approve leave requests.



	
	
	
		Review work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Approve time and attendance.



	
		N



	
		Provide guidance on work methods.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Orally reprimand.



	
		N



	
		Train employees in the work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
			22. Do you agree with the responses for items 1 through 20? If not, which items do you disagree with and why?




	
	

	
		Yes






	

	
	
	
	
	
	
	
	
	
	
	

	
			23. What are the essential functions of this position?




	
	

	
		This position focuses on the application of the Federal Bureau of Investigation (FBI) Criminal Justice Information Services (CJIS) Security Policy and Michigan Security Policies or addendums for the State of Michigan.  Acts as a point of contact for local criminal justice agencies in matters related to policy and develops and delivers outreach and training.  The position also performs research on information technology (IT) solutions to ensure compliance with security policies.  Conducts site visits at local agencies.  Develops, maintains, and delivers a program to provide continuous updates to the field for changes to the FBI CJIS Security Policy.    






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
			24. Indicate specifically how the position's duties and responsibilities have changed since the position was last reviewed.




	
	

	
		All duties specific to MSP security have been removed and the policy emphasis is directed at agencies outside of the MSP.  Duties added include site visits at local agencies, primary resource for the audit unit on IT concerns, responsibility for incident response procedures and follow up for local agencies, and responsibility for the maintenance of the division Data Protection Policy.  






	

	
	
	
	
	
	
	
	
	
	
	

	
	
			25. What is the function of the work area and how does this position fit into that function?




	
	

	
		The work area is responsible for FBI CJIS Security Policy and Michigan Security Addendum compliance for the state as well as providing required audit functions for the criminal justice and noncriminal justice agencies in the state.  This position is a sole resource to provide training and outreach to local agencies for security compliance.   






	

	
	
	
	
	
	
	
	
	
	
	

	
	
			26. What are the minimum education and experience qualifications needed to perform the essential functions of this position.



	

	
	
	
	
	
	
	

		EDUCATION:



	
	
	
	
	

	
	
	
	
	
	
	

		Possession of a bachelor’s degree in any major.




	
	
	
	
	
	
	

		EXPERIENCE:



	
	
	
	
	

	
	
	
	
	
	
	

		Departmental Analyst 9
No specific type or amount is required.

Departmental Analyst 10
One year of professional experience.

Departmental Analyst P11
Two years of professional experience, including one year of experience equivalent to the intermediate (10) level in state service.




	
	
	
	
	
	
	

		KNOWLEDGE, SKILLS, AND ABILITIES:



	
	
	
	

	
	
	
	
	
	
	

		Thorough knowledge of information security concepts, standards, and practices.  Must have a high level of knowledge related to the secure administration of various computer operating systems, networks, and enterprise security systems. 

Preferred: Desired:  A minimum of three years of professional experience in IT project management, criminal justice application development, or criminal justice policy development.  





	
	
	
	
	
	
	

		CERTIFICATES, LICENSES, REGISTRATIONS:



	
	
	

	
	
	
	
	
	
	

		SPR: The employee occupying this position must have demonstrated absence of a criminal history in Michigan or any other state.
Must meet Criminal Justice Information System background check requirements.
Information Technology industry recognized certification desired.  
A valid driver’s license is required.




	
	
	
	
	
	
	

	
		NOTE: Civil Service approval does not constitute agreement with or acceptance of the desired qualifications of this position.



	
	

	
	
	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
		
	
	
	
	

	
		I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.



	

	
		



	
		



	

	
	
	
	
	

	
		Supervisor



	
		Date



	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
		TO BE FILLED OUT BY APPOINTING AUTHORITY



	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	

	
		Indicate any exceptions or additions to the statements of employee or supervisors.



	

	
	
	

	
		N/A



	

	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	
	
	

	
		I certify that the entries on these pages are accurate and complete.



	

	
	
	
	
	

	
		JENNIFER GRAY



	
		9/17/2021



	

	
	
	
	
	

	
		Appointing Authority



	
		Date



	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	
	
	

	
		I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.



	

	
		



	
	
	

	
	
	
		



	

	
	
	
	
	

	
	
	
	
	

	
		Employee



	
	
	

	
	
	
		Date



	

	
	
	
	
	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	



