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		POSITION DESCRIPTION



	
	
	

	
	
	
	
	
	
	
	



	

	
	
	
	
	

	
	
			This position description serves as the official classification document of record for this position. Please complete the information as accurately as you can as the position description is used to determine the proper classification of the position.




	

		2. Employee's Name (Last, First, M.I.)
	8. Department/Agency

	
	MDHHS-COM HEALTH CENTRAL OFF

	3. Employee Identification Number
	9. Bureau (Institution, Board, or Commission)

	
	Compliance and Data Governance Bureau

	4. Civil Service Position Code Description
	10. Division

	Departmental Analyst-A
	Privacy, Security and Data Governance

	5. Working Title (What the agency calls the position)
	11. Section

	Departmental Analyst 12
	Access Management Section (AMS)

	6. Name and Position Code Description of Direct Supervisor
	12. Unit

	KWAST, TIMOTHY D; STATE ADMINISTRATIVE MANAGER-1
	

	7. Name and Position Code Description of Second Level Supervisor
	13. Work Location (City and Address)/Hours of Work

	BOWEN, JAMES R; STATE DIVISION ADMINISTRATOR
	325 S. Grand Avenue, Lansing, MI 48933 / Monday through Friday; 8:00 AM - 5:00 PM




	



	

	
		
	
	
	

	
		14. General Summary of Function/Purpose of Position



	
	

	
	
	
	

		This position serves, in an advanced level capacity, as an analyst, supporting a wide range of Compliance and Data Governance Bureau functions including: compliance with federal regulations, state regulations, and department procedures; application security administration and access control management that ensure the confidential/private/sensitive information is restricted to users with a business reason for access; training, outreach, and communications; business support for Integrated Service Areas (ISA) new and ongoing systems.



	

	
	
	
	



	




	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
			15. Please describe the assigned duties, percent of time spent performing each duty, and what is done to complete each duty.

List the duties from most important to least important. The total percentage of all duties performed must equal 100 percent.




	
			Duty 1

	General Summary:
	Percentage:
	30

	Support Compliance and Data Governance Bureau and ensures compliance with Federal and State regulations along with Department Policies and Procedures.

	Individual tasks related to the duty:
	
	

	· Monitor, review and make recommendations regarding applicable changes in legislation or policies that affect the protection and governance of department information.
· Support the completion of mandated reporting to federal agencies, including CMS, IRS, and SSA.
· Guide remediation efforts identified by Plan of Action and Milestones (POA&M) and Corrective Action Plans (CAP).
· Provides advanced level guidance and support related to privacy, security and data governance in relation to system development and business process efforts.
· Manages department-wide HIPAA covered entity assessment procedures and performs periodic assessments to assure compliance with federal regulations.
· Serve as resource for internal audits of privacy, security and data governance processes and controls.
· Assess and maintain documentation related to Data Classification, Data Agreements, and other contracts/agreements in collaboration with the Legal Affairs Administration.
· Provide detailed analysis and recommendations regarding Security Plans, Risk Assessments and Plan of Action and Milestones for MDHHS applications.


	Duty 2

	General Summary:
	Percentage:
	30

	Provides privacy, security and data governance support to agency businesses and programs that ensure the confidential/private/sensitive information is restricted to users with a business reason for access. 

	Individual tasks related to the duty:
	
	

	· Serve as subject matter expert familiar with MDHHS data and the role it has in business processes.
· Leads and actively participates in workgroup meetings.
· Manage help desk inquiries and ensures resolutions in a timely manner.
· Manage and present analyses for various exception requests.
· Conduct, document, and provide analyses for lost and stolen equipment investigations.
· Serve as expert resource for investigating and documenting potential data breaches.
· Provide privacy and security expertise in developing and evaluating business requirements.
· Develop and Maintain electronic procedure manuals documenting processes.
· Ensures Data Governance best practices are implemented during application development, modifications and operations.

	Duty 3

	General Summary:
	Percentage:
	20

	Provides support as the Liaison between the Compliance and Data Governance Bureau and the Integrated Service Areas within MDHHS.

	Individual tasks related to the duty:
	
	

	· Advises MDHHS Business Owners and Project Teams on MDHHS privacy, security and data governance matters.
· Serves as stakeholder with responsibility to review and provide feedback on project charters and supporting documentation.
· Leads the completion of privacy, security and data governance checklists and reviews.
· Provides data governance expertise and support to program and project meetings.
· Leads activities related to data governance within project teams including data governance business requirements and test cases.
· Identifies and documents business privacy, security and data governance risks within projects.
· Provides recommendations, mitigation solutions, and/or options when data governance risks are identified.
· Collaborates and provides expert level support with programs and project teams on data governance matters.
· Leads data classification activities within project teams and programs.
· Facilitates data sharing activities, providing expertise and guidance to project teams and programs.
· Supports project teams and programs with status related to system security plans.
· Supports project teams and programs on general to complex data governance inquiries.
· Provide weekly status reports to data protection and management liaisons, security specialists and management team.


	Duty 4

	General Summary:
	Percentage:
	15

	Training development, execution, outreach and communications.

	Individual tasks related to the duty:
	
	

	· Serves as resource and subject matter expert for investigating and researching information for presentation that requires higher levels of experience and knowledge.
· Leads training sessions and preparation of materials for presentations.
· Creates internal communications related to access control system security.
· Designs, develops and implements access control system security training materials.
· Manages the Information Security SharePoint site content. 
· Manages the tracking of privacy and security awareness completions for access to systems

	Duty 5

	General Summary:
	Percentage:
	5

	Other duties as assigned.

	Individual tasks related to the duty:
	
	

	Complete other duties as assigned in a timely manner.









	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
		
	

	
		16. Describe the types of decisions made independently in this position and tell who or what is affected by those decisions. 




	
	

		Preparing reports and resource information; conducting research; and request resolution. Analysis of documents related to data use and information security.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
		
	

	
		17. Describe the types of decisions that require the supervisor's review. 




	
	

		Issues or problems that have program-wide implications or impact areas other than the specific assigned area of responsibility. Decisions which may establish precedence.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
		
		18. What kind of physical effort is used to perform this job? What environmental conditions in this position physically exposed to on the job? Indicate the amount of time and intensity of each activity and condition. Refer to instructions.




	
	

		Sitting, speaking before small and large groups, computer use, making presentations and handling priorities and conflicting deadlines. May involve some travel. Most of the work is performed in an office setting and requires use of computer equipment at least 75% of the time. There will be some travel for on-site visits, meetings, and attending seminars as appropriate.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
			19. List the names and position code descriptions of each classified employee whom this position immediately supervises or oversees on a full-time, on-going basis.




	
	
	

		Additional Subordinates



	

	
	
	

	
		



	

	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
			20. This position's responsibilities for the above-listed employees includes the following (check as many as apply):




	
	
	
	
	
	
	
	
	

	
		N



	
		Complete and sign service ratings.



	
		N



	
		Assign work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Provide formal written counseling.



	
		N



	
		Approve work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
		N



	
	
	

	
		N



	
		Approve leave requests.



	
	
	
		Review work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Approve time and attendance.



	
		N



	
		Provide guidance on work methods.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Orally reprimand.



	
		N



	
		Train employees in the work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
			22. Do you agree with the responses for items 1 through 20? If not, which items do you disagree with and why?




	
	

	
		Prepared by management.






	

	
	
	
	
	
	
	
	
	
	
	

	
			23. What are the essential functions of this position?




	
	

	
		This position serves, in an advanced level capacity, as an analyst, supporting a wide range of Compliance Office functions including access management, compliance with federal regulations and department procedures; training, outreach, and communications; Integrated Service Area (ISA) and Business support; and application security.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
			24. Indicate specifically how the position's duties and responsibilities have changed since the position was last reviewed.




	
	

	
		New establishment. 






	

	
	
	
	
	
	
	
	
	
	
	

	
	
			25. What is the function of the work area and how does this position fit into that function?




	
	

	
		This office is responsible for MDHHS Compliance. This position supports the functions of the security section and is responsible for assisting with compliance with federal regulations and department procedures; training, outreach, and communications; Integrated Service Area (ISA) and Business support; and application security.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
			26. What are the minimum education and experience qualifications needed to perform the essential functions of this position.



	

	
	
	
	
	
	
	

		EDUCATION:



	
	
	
	
	

	
	
	
	
	
	
	

		Possession of a bachelor’s degree in any major.





	
	
	
	
	
	
	

		EXPERIENCE:



	
	
	
	
	

	
	
	
	
	
	
	

		
Departmental Analyst 12
Three years of professional experience, including one year of experience equivalent to the experienced (P11) level in state service.




	
	
	
	
	
	
	

		KNOWLEDGE, SKILLS, AND ABILITIES:



	
	
	
	

	
	
	
	
	
	
	

		As listed on the Civil Service Job Specification, in addition to: 
High attention to detail. 
Ability to handle multiple tasks simultaneously. 
Strong communication skills – both oral and written. 
Advanced knowledge of auditing principles and concepts. 
Advanced knowledge of security frameworks such as National Institute of Standards and Technology (NIST). 
Ability to communicate effectively, provide management direction and carry out the mission and goals of the department and administration.
High attention to detail and knowledge/experience with Information Technology. The ability to allocate resources, implement management control, evaluate systems to implement creative and innovative solutions to complex problems.
Ability to handle multiple tasks simultaneously.
The MDHHS mission is to provide opportunities, services, and programs that promote a healthy, safe, and stable environment for residents to be self-sufficient. We are committed to ensuring a diverse workforce and a work environment whereby all employees are treated with dignity, respect, and fairness.




	
	
	
	
	
	
	

		CERTIFICATES, LICENSES, REGISTRATIONS:



	
	
	

	
	
	
	
	
	
	

		N/A




	
	
	
	
	
	
	

	
		NOTE: Civil Service approval does not constitute agreement with or acceptance of the desired qualifications of this position.



	
	

	
	
	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
		
	
	
	
	

	
		I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.



	

	
		



	
		



	

	
	
	
	
	

	
		Supervisor



	
		Date



	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
		TO BE FILLED OUT BY APPOINTING AUTHORITY



	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	

	
		Indicate any exceptions or additions to the statements of employee or supervisors.



	

	
	
	

	
		N/A



	

	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	
	
	

	
		I certify that the entries on these pages are accurate and complete.



	

	
	
	
	
	

	
		HILLARY PLATTE



	
		9/23/2026



	

	
	
	
	
	

	
		Appointing Authority



	
		Date



	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	
	
	

	
		I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.



	

	
		



	
	
	

	
	
	
		



	

	
	
	
	
	

	
	
	
	
	

	
		Employee



	
	
	

	
	
	
		Date



	

	
	
	
	
	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	



