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			This position description serves as the official classification document of record for this position. Please complete the information as accurately as you can as the position description is used to determine the proper classification of the position.




	

		2. Employee's Name (Last, First, M.I.)
	8. Department/Agency

	vacant
	TECH, MGMT AND BUDGET - IT

	3. Employee Identification Number
	9. Bureau (Institution, Board, or Commission)

	 
	Cyber Security and Infrastructure Protection

	4. Civil Service Position Code Description
	10. Division

	INFO TECH PRGMR/ANALYST-A
	Risk, Compliance, and Delivery

	5. Working Title (What the agency calls the position)
	11. Section

	Agency Information Security Liaison
	

	6. Name and Position Code Description of Direct Supervisor
	12. Unit

	CHARDAY BEAN, ITM 14
	

	7. Name and Position Code Description of Second Level Supervisor
	13. Work Location (City and Address)/Hours of Work

	VACANT, STATE ADMINISTRATIVE MANAGER-1
	Various (Lansing Region) / Monday - Friday 8am - 5pm




	



	

	
		
	
	
	

	
		14. General Summary of Function/Purpose of Position



	
	

	
	
	
	

		The Senior Security Liaison serves in the development, coordination, research, evaluation, and recommendation of security controls, architecture, and standards in Cyber Security assessments while assisting in developing project plans to implement security recommendations to maintain the confidentiality, integrity and availability of State of Michigan data. Acts as single point of contact between the assigned Agency(ies) and Office of Cyber Security.



	

	
	
	
	



	




	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
			15. Please describe the assigned duties, percent of time spent performing each duty, and what is done to complete each duty.

List the duties from most important to least important. The total percentage of all duties performed must equal 100 percent.




	
			Duty 1

	General Summary:
	Percentage:
	60

	Technical and business security resource for the development, research, evaluation, recommendation, and planning of security controls and architecture for Department of Technology, Management and Budget, Office of Cyber Security assigned agencies.

	Individual tasks related to the duty:
	
	

	· Review and make decision to escalate to management if necessary the alleged violations of data security and privacy. 
· Reviews controls and compliance issues and makes recommendations for new models. 
· Reviews and approves security risk assessments as Quality Assurance for final sign off by management. 
· Verify and approve that adequate management, operational, and technical security controls are implemented and maintained on the system, and coordinates the process of ensuring that these controls are tested regularly for external partners based on the State of Michigan policies, standards, and procedures and NIST 800-53 security controls. Includes making the decision to escalate to Management if the necessary controls are not in place or tested regularly. 
· Ensuring that adequate management, operational, and technical security controls are implemented and maintained across the internal SOM network based on State of Michigan policies, standards, and procedures and NIST 800-53 security controls and ensure these controls are tested at least annually or whenever significant changes are made. 
· Reviews and approves corrective action plans. 
· Reviews and approves corrective action security plans organization.

	Duty 2

	General Summary:
	Percentage:
	10

	Review Agency business continuity and disaster recovery plans and monitor testing of plans.

	Individual tasks related to the duty:
	
	

	· Act as technical and business security resource for the assigned Agency in the planning, design, and development of strategic business continuity plan and tactical disaster recovery recommendations. 
· Review and advise for possible improvement/completeness of Agency wide disaster recovery and business continuity plans for comprehensive Agency coverage including RPO (Recovery Point Objective) and RTO (Recovery Time Objective) for each application/system. 

	Duty 3

	General Summary:
	Percentage:
	10

	Act as a technical and business security resource for the assigned Agency in the development new policies, procedures and assessments.

	Individual tasks related to the duty:
	
	

	· Audit Agency security policies and procedures to make sure they are current and comply with state security and industry standards with recommendation for additional standards and policies as the industry evolves. 
· Generate reports based on audit requirements and standards metrics. 
· Assess the effectiveness of enterprise data security policies, processes, procedures and controls against established standards, guidelines and requirements and identify improvement actions required to maintain the appropriate level of data protection and suggest changes where appropriate. 
· Identify and assess the results of threat, risk, and vulnerability assessments to identify security risks and regularly update the assessment based on new industry controls. 
· Recommend ISO 17799 standards, industry best practices, and NIST 800.53 guidelines into Agency policies, procedures, standards and designs. 

	Duty 4

	General Summary:
	Percentage:
	10

	Apply State of Michigan security architecture design principles to projects, applications, processes, and business activities of the assigned Agency.

	Individual tasks related to the duty:
	
	

	· Verifies security architecture controls are in place and continuously monitors for compliance based on industry best practice and State of Michigan legislation, policies, standards, and procedures. 
· Verifies Agency compliance with all Federal legislation and guidelines based on project data classification. 

	Duty 5

	General Summary:
	Percentage:
	5

	Review and report Agency security metrics. 

	Individual tasks related to the duty:
	
	

	• Review metrics on the performance of security responsibilities and controls and design and create new reports for Management based on those collected metrics across multiple Agencies.

	Duty 6

	General Summary:
	Percentage:
	5

	Review and analyze multi-agency security incidents.

	Individual tasks related to the duty:
	
	

	· Review multi-agency security incidents and analyze for reporting to Risk Compliance Section and Management. 
· Model best practices and make recommendations to Agency Liaison Section Manager and assigned Agency. 
· Assist agency in creation of security awareness programs and make recommendations for training enhancements based on particular agency needs. 
· Other duties as assigned. 









	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
		
	

	
		16. Describe the types of decisions made independently in this position and tell who or what is affected by those decisions. 




	
	

		This level is responsible for assignments that have considerable impact within assigned Agencies organization. Independent judgment and decisions are based on the technical areas of security expertise.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
		
	

	
		17. Describe the types of decisions that require the supervisor's review. 




	
	

		Supervisor review and approval is required on all completed plans.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
		
		18. What kind of physical effort is used to perform this job? What environmental conditions in this position physically exposed to on the job? Indicate the amount of time and intensity of each activity and condition. Refer to instructions.




	
	

		This job is performed in an ergonomically correct office environment. There are no physical or environmental restrictions.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
			19. List the names and position code descriptions of each classified employee whom this position immediately supervises or oversees on a full-time, on-going basis.




	
	
	

		Additional Subordinates



	

	
	
	

	
		



	

	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
			20. This position's responsibilities for the above-listed employees includes the following (check as many as apply):




	
	
	
	
	
	
	
	
	

	
		N



	
		Complete and sign service ratings.



	
		N



	
		Assign work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Provide formal written counseling.



	
		N



	
		Approve work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
		N



	
	
	

	
		N



	
		Approve leave requests.



	
	
	
		Review work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Approve time and attendance.



	
		N



	
		Provide guidance on work methods.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Orally reprimand.



	
		N



	
		Train employees in the work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
			22. Do you agree with the responses for items 1 through 20? If not, which items do you disagree with and why?




	
	

	
		Yes, prepared by management.






	

	
	
	
	
	
	
	
	
	
	
	

	
			23. What are the essential functions of this position?




	
	

	
		Essential duties can change as the work environment changes therefore essential duties will be determined as needed.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
			24. Indicate specifically how the position's duties and responsibilities have changed since the position was last reviewed.




	
	

	
		Management developed and implemented Security Liaison Senior Standards.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
			25. What is the function of the work area and how does this position fit into that function?




	
	

	
		This work area is responsible for maintaining the confidentiality, integrity, and availability of State of Michigan data. This includes the security and disaster recovery of the various agencies of the State of Michigan, computer applications, hardware on which those applications are developed, how they function, the telecommunications network on which they operate and the security controls to accomplish these tasks.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
			26. What are the minimum education and experience qualifications needed to perform the essential functions of this position.



	

	
	
	
	
	
	
	

		EDUCATION:



	
	
	
	
	

	
	
	
	
	
	
	

		Possession of a bachelor’s degree with not less than 21 semester (32 term) hours in computer science, data processing, computer information systems, data communications, networking, systems analysis, computer programming, or mathematics.




	
	
	
	
	
	
	

		EXPERIENCE:



	
	
	
	
	

	
	
	
	
	
	
	

		Three years of experience equivalent to an Information Technology Infrastructure or Programmer/Analyst P11. Prefer three years of experience as an application programmer, computer operator, or information technology technician. 




	
	
	
	
	
	
	

		KNOWLEDGE, SKILLS, AND ABILITIES:



	
	
	
	

	
	
	
	
	
	
	

		Advanced knowledge of principles, concepts, techniques and best practices of information security. Knowledge of the disciplines of information security. Ability to prepare and develop reports, document findings, and provide information.




	
	
	
	
	
	
	

		CERTIFICATES, LICENSES, REGISTRATIONS:



	
	
	

	
	
	
	
	
	
	

		Duties may involve use of personal vehicle. Certified Information System Security Professional (CISSP) preferred.




	
	
	
	
	
	
	

	
		NOTE: Civil Service approval does not constitute agreement with or acceptance of the desired qualifications of this position.



	
	

	
	
	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
		
	
	
	
	

	
		I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.



	

	
		



	
		



	

	
	
	
	
	

	
		Supervisor



	
		Date



	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
		TO BE FILLED OUT BY APPOINTING AUTHORITY



	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	

	
		Indicate any exceptions or additions to the statements of employee or supervisors.



	

	
	
	

	
		Position duties meet ITPA 12 job specifications and incorporate Security Liaison Senior Standards.



	

	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	
	
	

	
		I certify that the entries on these pages are accurate and complete.



	

	
	
	
	
	

	
		CARRIE WILLIAMS



	
		12/21/2011



	

	
	
	
	
	

	
		Appointing Authority



	
		Date



	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	
	
	

	
		I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.



	

	
		SEAN GALLAGHER



	
	
	

	
	
	
		



	

	
	
	
	
	

	
	
	
	
	

	
		Employee



	
	
	

	
	
	
		Date



	

	
	
	
	
	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	



