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		POSITION DESCRIPTION



	
	
	

	
	
	
	
	
	
	
	



	

	
	
	
	
	

	
	
			This position description serves as the official classification document of record for this position. Please complete the information as accurately as you can as the position description is used to determine the proper classification of the position.




	

		2. Employee's Name (Last, First, M.I.)
	8. Department/Agency

	
	TECH, MGMT AND BUDGET - MB

	3. Employee Identification Number
	9. Bureau (Institution, Board, or Commission)

	
	Cyber Security and Infrastructure Protection 

	4. Civil Service Position Code Description
	10. Division

	Departmental Analyst-E
	Cyber Security and Infrastructure Protection 

	5. Working Title (What the agency calls the position)
	11. Section

	Infrastructure Protection Analyst 9
	

	6. Name and Position Code Description of Direct Supervisor
	12. Unit

	CROSS, RYAN; DEPARTMENTAL MANAGER-3
	

	7. Name and Position Code Description of Second Level Supervisor
	13. Work Location (City and Address)/Hours of Work

	KNEPP, BRANDON J; STATE ADMINISTRATIVE MANAGER-1
	615 W ALLEGAN ST; LANSING, MI 48933-1513 / 8:00 AM to 5:00 PM, Monday - Friday




	



	

	
		
	
	
	

	
		14. General Summary of Function/Purpose of Position



	
	

	
	
	
	

		This position serves as an Infrastructure Protection Analyst in the Office of Infrastructure Protection (OIP). This role is responsible for the general oversight of the security guard contract, incident response actions, and maintaining Building Security Information Profiles for DTMB managed or operated facilities. This position will also provide professional support for OIP, provide project management support, and perform special projects for management as requested. 




	

	
	
	
	



	




	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
			15. Please describe the assigned duties, percent of time spent performing each duty, and what is done to complete each duty.

List the duties from most important to least important. The total percentage of all duties performed must equal 100 percent.




	
			Duty 1

	General Summary:
	Percentage:
	50

	Security Guard Oversight 

	Individual tasks related to the duty:
	
	

	Ensure security guard services are provided where needed for DTMB managed properties and facilities 

Work with state purchasing officials to develop and maintain appropriate security guard service contracts 

Adjust security guard service contract levels as needed to provide efficient security support 

Develop and maintain post orders for security officers 

Approved payment of invoices associated with security guard services 

Manage security costs through spending analysis bid management and vendor negotiations 

Work with agencies regarding security guard issues and needs at state facilities 

Employ technology security solutions where possible to reduce or eliminate reliance on contract security services 

Ensure contract compliance through site audience and training oversite 

Interact with State Agency points of contact, security guard management and general public daily 

Oversee incident response operations in facilities 


	Duty 2

	General Summary:
	Percentage:
	30

	Central Control Support and Data Development 

	Individual tasks related to the duty:
	
	

	
Maintain records, prepare reports, and create correspondence related to incident responses 

Research new systems and current system enhancements and develops cost-benefit briefings for management 

Develops guidelines for upgrades and operational procedures related to security databases, hardware systems, servers, and communication systems 

Maintains database and records, and prepares reports related to security systems and processes 

Develops and performs security data reconciliations and metrics 

Oversee project budget allocation and ensure all projects are completed and billed accordingly 

Organize project status meetings with customers and team members 

Ensure project deliverables meet highest quality standards and customer requirements 

	Duty 3

	General Summary:
	Percentage:
	15

	Building Security Information Profile Coordination 

	Individual tasks related to the duty:
	
	

	· Develop and maintain Office of Infrastructure Protection Building Security Information Profiles (BSIP) for all DTMB Managed Facilities 
· Conduct annual reviews in conjunction with appropriate OIP staff associated with their respective BSIP sections and security post audits 

	Duty 4

	General Summary:
	Percentage:
	5

	Other duties  

	Individual tasks related to the duty:
	
	

	Other duties as assigned 









	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
		
	

	
		16. Describe the types of decisions made independently in this position and tell who or what is affected by those decisions. 




	
	

		Daily security operations 

Security issue resolution 

Interpretation of security laws, regulations, and contract requirements 

Normal duties in accordance with policy and procedure 







	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
		
	

	
		17. Describe the types of decisions that require the supervisor's review. 




	
	

		Issues affecting life safety of state employees or the general public 

Issues requiring financial consideration 

Deviation from established policy and procedure 

Decisions having significant or widespread effects on others 

Significant program changes 

Decisions requiring the use of unallocated time or resources






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
		
		18. What kind of physical effort is used to perform this job? What environmental conditions in this position physically exposed to on the job? Indicate the amount of time and intensity of each activity and condition. Refer to instructions.




	
	

		Position requires time spent working with computer equipment in a typical office environment and frequent work in the field driving. May on occasion need to stand, climb, stoop, kneel, crawl, lift, and bend. May occasionally be exposed to cold, wet, windy, and dark conditions.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
			19. List the names and position code descriptions of each classified employee whom this position immediately supervises or oversees on a full-time, on-going basis.




	
	
	

		Additional Subordinates



	

	
	
	

	
		



	

	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
			20. This position's responsibilities for the above-listed employees includes the following (check as many as apply):




	
	
	
	
	
	
	
	
	

	
		N



	
		Complete and sign service ratings.



	
		N



	
		Assign work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Provide formal written counseling.



	
		N



	
		Approve work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
		N



	
	
	

	
		N



	
		Approve leave requests.



	
	
	
		Review work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Approve time and attendance.



	
		N



	
		Provide guidance on work methods.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
		N



	
		Orally reprimand.



	
		N



	
		Train employees in the work.



	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
			22. Do you agree with the responses for items 1 through 20? If not, which items do you disagree with and why?




	
	

	
		Yes






	

	
	
	
	
	
	
	
	
	
	
	

	
			23. What are the essential functions of this position?




	
	

	
		This position serves as an Infrastructure Protection Analyst within the Office of Infrastructure Protection (OIP). The role is responsible for overseeing the security guard services contract, coordinating and executing incident response activities, and maintaining accurate and up-to-date Building Security Information Profiles for facilities managed or operated by DTMB. The position also provides professional and technical support to OIP operations, delivers project management assistance, and completes special assignments for OIP leadership as needed.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
			24. Indicate specifically how the position's duties and responsibilities have changed since the position was last reviewed.




	
	

	
		The position is being downgraded to the E level to accommodate the preferred candidate.  Many of the duties remain the same, however the position will have more direct supervision and will not function as independently as the advanced level.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
			25. What is the function of the work area and how does this position fit into that function?




	
	

	
		The DTMB Cybersecurity and Infrastructure Protection, Office of Infrastructure Protection (OIP) is responsible for physical security and emergency management at all DTMB-managed facilities as well as select agency-owned and leased properties. OIP offers many services related to security cameras, card access, lock and key, security guards, physical security assessments, State of Michigan ID and access cards, 24-hour building and security systems monitoring, and emergency response coordination. OIP is also responsible for emergency management coordination for the Department of Technology, Management and Budget and represents the department in the State Emergency Operations Center. 



This position researches, develops, delivers and coordinates security oversight, Central Control support and data development, building security information profiles, and other duties as defined.






	

	
	
	
	
	
	
	
	
	
	
	

	
	
			26. What are the minimum education and experience qualifications needed to perform the essential functions of this position.



	

	
	
	
	
	
	
	

		EDUCATION:



	
	
	
	
	

	
	
	
	
	
	
	

		Possession of a bachelor’s degree in any major.





	
	
	
	
	
	
	

		EXPERIENCE:



	
	
	
	
	

	
	
	
	
	
	
	

		
Departmental Analyst 9
No specific type or amount is required.

Departmental Analyst 10
One year of professional experience.

Departmental Analyst P11
Two years of professional experience, including one year of experience equivalent to the intermediate (10) level in state service.

Alternate Education and Experience

Departmental Analyst 9 - 12
Educational level typically acquired through completion of high school and the equivalent of at least two years of full-time active-duty experience at or above the E-6 level in the uniformed services may be substituted for the education requirement.




	
	
	
	
	
	
	

		KNOWLEDGE, SKILLS, AND ABILITIES:



	
	
	
	

	
	
	
	
	
	
	

		Knowledge of incident management 
Knowledge of operations security  
Ability to train and instruct others in their work 
Ability to prioritize work 
Ability to organize and coordinate work 
Skilled in report writing and formatting 
Skilled in information gathering and analysis  




	
	
	
	
	
	
	

		CERTIFICATES, LICENSES, REGISTRATIONS:



	
	
	

	
	
	
	
	
	
	

		Valid Michigan driver’s license




	
	
	
	
	
	
	

	
		NOTE: Civil Service approval does not constitute agreement with or acceptance of the desired qualifications of this position.



	
	

	
	
	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
		
	
	
	
	

	
		I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.



	

	
		



	
		



	

	
	
	
	
	

	
		Supervisor



	
		Date



	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
		TO BE FILLED OUT BY APPOINTING AUTHORITY



	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	

	
		Indicate any exceptions or additions to the statements of employee or supervisors.



	

	
	
	

	
		N/A



	

	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	
	
	

	
		I certify that the entries on these pages are accurate and complete.



	

	
	
	
	
	

	
		MARCELINA BREWER



	
		5/4/2026



	

	
	
	
	
	

	
		Appointing Authority



	
		Date



	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
		
	
	
	
	

	
		I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.



	

	
		



	
	
	

	
	
	
		



	

	
	
	
	
	

	
	
	
	
	

	
		Employee



	
	
	

	
	
	
		Date



	

	
	
	
	
	

	
	
	
	
	



	

	
	
	
	
	
	
	
	
	
	
	



